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Scientific  Progress 


See  attached. 


Technology  Transfer 


Quantum  Key  Distribution  Using  Hyperentanglement 


InPho:  FSQC 


Question:  What  are  the  fundamental  limits  of  encoding/decoding  information  on  a 
photon? 

Goal:  Develop  a  free-space,  entanglement-based  quantum  key  distribution  (QKD) 
system  that  achieves  >10  bits/photon  received  and  >1  Gb/s 


Steve  Barnett,  Strathclyde,  Robert  Boyd,  Ottawa, 

Daniel  Gauthier,  Duke,  Paul  Kwiat,  UIUC,  David  Miller,  Stanford, 
Miles  Padgett,  Glasgow,  Glenn  Tyler,  tOSC 
Advisors/Partners: 

Venkat  Chadra,  MIT  Lincoln  Labs,  Norbert  Lutkenhaus,  U.  Waterloo 
Sae-Woo  Nam,  NIST 


InPho:  FSQC 


Primary  Duke  InPho  Quantum 
Key  Distribution  System 

Paul  Kwiat 

University  of  Illinois,  Urbana-Champaign 

Daniel  Gauthier 
Duke  University 
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InPho:  FSQC 


Duke  InPho:  Free-Space  Quantum  Key  Distribution 
Quantum  Communication 


Low  jitter  detectors  (average  158- ps  FWHM) 

x32  repetition- rate  multipliers  increase  pulse 
frequency  to  3.84  GHz 

Reduced  detector  deadtime  (—25  ns)  allows 
for  high  saturation 


Still  photon- number  limited 

■  Use  few- mode  fibers  (~ x7  brightness) 

■  Polarization  decoherence  issues  with 
few- mode  fiber 

Assumes  intercept- resend  attacks,  and  no 
polarization- independent  QND  measurements 


June  2014 

Low  Power 

High  Power 

Singles 

50  kHz 

10.1  MHz 

Coincidences 

8  kHz 

2.9  MHz 

Average  BER 

0.4  % 

0.9  % 

“Secure” 

bit/coincidence 

8.3  bits 

2.2  bits 

“Secure” 

bit/second 

67  kbits 

6.3x2  Mbits 
12.6  Mbits 

InPho:  FSQC 


Hyper-entanglement  Secured  QKD 


[DOT* 


Central  Concept:  Encode  in  time,  verify  in  polarization 


Alice  and  Bob  use  which  time  bin  they  detect  a  photon  in  to  generate  multiple  bits  per  click ; 

e.g.,  1  pair  in  1024  bins  (210)  ->~10  bits 
Get  extra  0.5  bppfrom  BB84  w.  polarization. 

They  can  constantly  check  for  an  eavesdropper  using  the  polarization  DOF  (assuming  no 
QND  capability  for  Eve). 

Perform  NON-standard  error  detection/correction  and  privacy  amp. 


World-Record  Heralding  Efficiency 


InPho:  FSQC 


Source  Quality: 


*  ^1  ^lspatial  ^lspectral  Coptics 


=  0.9  *  0.95  *  0.95  =  0.81 

•  Used  in  detection-loophole-free  Bell  test 

•  Visibility  in  all  bases  >99.7%  using  temporal  compensation, 

•  World-record  (?)  pair  production  rate  of  30  MHz  into  a  single 
mode  (over  a  >20  nm  bandwidth  at  710  nm) 

•  Other  improvements  possible  (e.g.,  achromatic  coupling) 


Heralding  Efficiency  for  BiBO  source 


InPho  Breakthrough  -  Develop  complete  model  for  coupling  bi-photons  into  single 
mode  fibers.  Accounts  for  elliptical  shape  of  down-conversion  ring,  spatial-spectral 
coupling 


Singles  Spectrum  (H) 


Singles  Spectrum  (V) 


Note:  Eccentricity  exaggerated  in  drawing 


Joint  Spectrum  (V) 


Joint  Spectrum  (H) 


Visibility 

HE  (H) 

HE  (V) 

0° 

99.986% 

96.44% 

95.71% 

5° 

99.982% 

95.62% 

96.23% 

90° 

99.971% 

96.64% 

95.84% 

Predicted  polarization  visibility 
spatial/spectral  heralding  efficiency 
(20  nm  bandwidth) 


H 


H 

■  Repetition- rate  multipliers  increase  pulse  frequency  from  120  MHz  ->  3.8  GHz 

■  Time-bins  (—260  ps)  comparable  to  combined  detector/ti me- tagger  jitter 

■  Use  spectrum-analyzer  and  high-speed  detector  to  —match  path  lengths 

(necessary  for  eventual  mutually-unbiased  basis  checking) 


InPho:  FSQC 


Multiple  Spatial/Spectral  Channels 


End  view  of 
SPDC  cone 


■  Up  to  10  sets  of  spatial  pairs 
possible/ practical 


Demonstrate  all  technologies  to  achieve  milestones! 


Sequential  tilted  filters  allow 
x3  WDM  (~ x20  possible) 
Collection  into  few- mode 
fiber  allows  saturation  of 
each  channel 
Key  rates  above  —60  MHz 
(with  2  spatial  channels) 

10  channels  +  few- mode 
iber  ->  >1  GHz  key  rate!  8 


InPho:  FSQC 


High-Efficiency,  Low-Jitter,  High-Saturation 
Rate  Single-Photon-Counting  Detectors 


InPho  Breakthrough  -  Develop  custom  electronics  mated  with 
Laser  Components  SAP-500  SPAD 

Quantum  Efficiency  @710  nm:  ~70% 

Deadtime:  24.5  ns  (41  MHz  saturation  rate)  Afterpulsing  probability:  <0.1% 
Jitter:  158  ps  average  for  15  detectors  Dark  Count  Rate:  ~3.5  kHz 

Vdh-133V  -rSV  Vdd=+ 1 2.5V  BflmA  max 


%  ®> 


Superconducting  nanowire  detectors 


InPho:  FSQC 


InPho  Breakthrough  -  Develop  8  channel 
SiW  superconducting  nanowire  detectors 
optimized  for  710  nm  in  collaboration  with 
NIST 

Status  report  (6/4/14):  Cryostat 
constructed,  chill-down  tests,  detectors 
fabricated,  undergoing  testing 

Anticipated  performance: 

Quantum  Efficiency:  >90% 

Jitter:  100  ps 
Deadtime:  <20  ns 
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High-Resolution,  High-Throughput  lnPho:  FSQC 

Timetaggers  for  Time-Bin  QKD 


InPho  Breakthrough  -  Assess  and  qualify  time-taggers  for  time- 
bin  QKD.  Developed  high-throughput  custom  time-tagger. 


Resolution  (jitter):  50  ps  (60  ps)  156  ps  (180  ps)  50-100  ps  (10  ps) 

Channels:  6  12  4 


■  The  Agilent  timetagger  can  run  up  to  80  MHz  in  “burst  mode'7  where  only  a  few 
milliseconds  of  data  are  taken  at  a  time. 

■  Custom  Ul  UC/NI  ST  timetagger  count  rate  limited  by  hard  drive  write  speed.  At  high 
rates,  less  bits  per  count  (currently  32  bits)  can  be  used  allowing  up  to  400  MHz 
continuous.  Resolution  limited  by  the  FPGA  clock,  the  current  board  has  a  100  ps 
resolution.  A  better  board  could  allow  for  a  50  ps  time  bin  size. 


Mutual  Information  of  the  quantum  key  distribution  system 
including  error  correction,  privacy  amplification, 

and  security  analysis 


Steve  Barnett 

University  of  Strathclyde/Glasgow  University 

Paul  Kwiat 

University  of  Illinois,  Urbana-Champaign 

Daniel  Gauthier 
Duke  University 


The  information  per  photon  pair 


InPho:  FSQC 


•  Number  bits  /  photon  depend  on  errors.  Typical  errors  are  finite  efficiency,  channel 
losses,  dark  counts,  after-pulsing,  jitter,  etc. 

Alices 


fZ>Cr\y 


“frame” 

•  Even  with  errors,  we  can  get  >10  bits  per  detected  photon  pair. 

•  InPho  break  through developed  new  model,  takes  account  of  frame-encoding, 
losses,  dark  counts,  jitter,  multiple  photons  in  each  frame  and  dead-time. 


•  Very  general,  applies  to  other  high-D  QKD  setups. 


*  Brougham  &  Barnett,  PRA85,  032322  (2012). 
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Information  in  frame-encoded  photons 


InPho:  FSQC 


tnnffPA 


Can  optimize  frame  size ,  N,  in  presence  of  realistic  errors 

Information  in  1,1  -frames  Information  in  2,2-frames 


r|  =  0.3,  X  =  6.0x1 0-5 ,  Pulse  rate  =  Ins, 
jitter  probability  =  0.1,  Dead-time  =  1  time-bin 
dark  count  rate  =  300/s,  After-pulsing  rate  =  1000/s 


T.  Brougham,  C.  F.  Wildfeuer,  S.  M.  Barnett  and 
D.  J.  Gauthier,  manuscript  in  preparation. 
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Data  String 


A  data  string  is  generated 
with  the  QKD  source 


The  data  string  is  broken 
into  two  data  strings:  an 
occupancy  string  and  a 
letter  string. 


o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

o 

Current 
frame  size 
is  16  bins 
(laser 
pulses) 

28%  of  the  entropy 
is  primarily  lost  due 
to  multi-events  per 
frame 


5%  of  the 

Shannon-limit 

entropy 

67%  of  the 
Shannon-limit 
entropy 


Parity  Bi 


Goes  into  a  non-binary 
Slepian-Wolf  Code 


Parity  Bits 


1 

0 

0 

1 

1 

0 

1 

1 

We  keep  0%  of  the 

Shannon-limit 

entropy. 

We  keep  62%  of  the 

Shannon-limit 

entropy. 


Goes  into  a  binary 
Sleoian-Wolf  Code 
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InPho:  FSQC 


Detecting  Eve  and  leaked  information  I 


•  [nPho  breakthrough Bound  information  leaked  to  Eve  for  reasonable  attacks  (not 
QND).  Standard  results  don’t  work  for  our  setup. 

•  Direct  attack:  Eve  measures  time  by  making  as  general  a  POVM,  with  constrain  that 

she  absorbs  and  possibly  re-emits  photons. 

•  Photons  in  state  |  y/)  °c  (|  HH)+  \  VV))®^  1 1)+  |  22)  + ...+  |  dd)\ 
Polarization  is  entangled. 

•  Eve’s  attack  must  disturb  polarization  (as  it  is  not  a  QND  measurement). 

•  Detect  Eve  by  checking  polarization  correlation  within  two  mutually  unbiased  bases. 

•  Example:  r|=0.3,  X=5.33x10-5 ,  D.C  =300/s  and  a  bit  error  rate  of  PE=  0.02 

lAB  =  10.3  bits  /  photon  pair  &  lEve  =  0.82  bits  /  photon  pair 


Detecting  Eve  and  leaked  information  II 


InPho:  FSQC 


•Blocking  attack:  Eve  randomly  blocks  several,  non-contiguous,  time-bins. 

•  Eve  knows  photons  not  found  in  certain  time-bins.  This  reduces  her  uncertainty 
and  thus  she  gains  information. 


time 


•  Eve  can  also  partially  block  time-bins,  reduces  probability  that  photons  found  within 
those  time-bins. 

•  InPho  breakthrough:-  Developed  new  methods  to  detect  sophisticated  blocking 
attacks 

•  Detect  attacks  using  ‘decoy' pulses. 

•  From  detection  statistics  for  pulses,  we  estimate  blocked  and  partial  blocking  time- 
bins. 

•  Example:  r|=0.3,  A,=5.33x10_5  ,D.C  =300/s  and  fully  blocking  V2  of  all  time-bins 


lAB  =  10-3  bits /  photon  pair  &  lEve=  0.74  bits /  photon  pair 


Setup  still  vulnerable  to  QND  attacks 
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InPho:  FSQC 


Security  against  QND  attacks: 
Franson  interferometers 


•  Franson  interferometer  secure  in  the  limit  of  3-4  bits  per  photon  (8  to16  time-bins), 
PRL112,  120506  (2014). 


•  [nPho  breakthrough:-  Showed  single 
interferometers  insecure  in  high- 
dimensions  ~10  bits  per  photon*. 

Would  need  visibility  >99.8%. 


•  [nPho  breakthrough:-  Developed 
bounds  for  Eve’s  information  gain  for 
multiple  interferometers. 

•  Bounds  valid  for  collective  attacks#. 


*  J.  Phys.  B46,  104010(2013). 

#  Manuscript  in  preparation. 


Figure  1.  One  half  of  the  optical  setup  that  Alice  and  Bob  would 
each  have.  VBS  is  a  variable  beam  splitter,  while  BSX  and  BS2 


Security  against  QND  attacks: 
implementing  MUBs  using  a  cavity 


InPho:  FSQC 


•  [nPho  breakthrough Scheme  that  uses  cavity  to 

project  onto  very  high-dimensional  MUB  states.  Alice  and  Bob’s  setup 


•  Detection  at  D2  is  projects  onto  the  approximate  MUB 
state 


N—\ 

a* 


m— 0 


m 


e 


im(<f>+7T ) 


N-m >  where  R^R^I 


PS 

♦  — 


■> 


•  Different  values  for  (j>  correspond  to  different  MUBs.  \^J 

•  Setup  robust  to  errors  for  1024  time-bins  (~10  bits  di  timing 
per  photon  pair). 


<■ 


security 


BS2 


D2 


Brougham  &  Barnett,  EPL 
104,  30003  (2013). 

Brougham  &  Barnett,  to 
appear  in  J.  Phys.  B 

|KI:>  19 

ass  CK90  0.9-2  0-94  0.9&  O  9S  1.00 


InPho:  FSQC 


Technological  Developments 
for  Quantum  Key  Distribution 
Systems  using  Spatial  Modes 

including 

Turbulence  Mitigation 
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Generating,  Sorting,  and  Characterizing  Orbital  Angular 

Momentum  States 

Robert  Boyd 
University  of  Rochester 


Miles  Padgett 
Glasgow  University 


Quantum  Cryptography  with  More  Than  lnPho:  FSC>C 

One  Bit  Per  Photon 


We  have  constructed  a  QKD  system  that  can  transit  more  than  one  bit 
(2.1  bitsat  present)  per  sifted  photon. 

We  have  demonstated  that  this  system  is  secure  against  even  coherent  attacks 


The  experimental  setup 


Some  results 


—  0.6 

m 

CD 


Q) 

2  0.4 
o 
0 

0.2 
_q 
o 
CD 

0 

2  3  4  5  6  7  8 


l-R  attack  (M=2) 
Coherent  attack 
Experimental  QBER 


i 


Hilbert  Space  Dimension  (N) 
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Measuring  OAM,  a  multi-output  beam  splitter 


InPho:  FSQC 


•  Two  bespoke  optical  components 
transform  any  OAM  state  to  a 
single  spot. 

•  The  displacement  of  the  spot  is 
proportional  to  the  OAM 

Refractive  elements  for  the  measurement 
of  the  orbital  angular  momentum  of  a 
single  photon 

30  January  2012  /  Vol.  20,  No.  3  /  OPTICS  EXPRESS  2110 


Mode-sorters  enabled  further  inPho 
successes 

-  Boyd  Group 

-  Willner  Group 
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InPho:  FSQC 


Direct  Measurement  of  a  Statevector  in  a 
Very  Large  Hilbert  Space 


We  have  measured  the  state  vector  of  a  state  imbedded  in  a  very  large  (27-dimensional)  Hilbert  space. 

Procedure  is  based  on  Aharanov’s“weak  values”  asdeveloped  by  Lundeen  et  al.  for  state  determination. 

The  concept  of  “direct  measurement”  based  on  “weak  values”  can  successfully  be  applied  even  to 
quantum  states  embedded  in  a  very  high  dimensional  discrete  state  space. 


OAM  states  £=  -13, . . . ,  13 


O  O ion  o.o  lo  o  o 


We  measure  the  statevector  of  the  light  transmitted 
through  a  pie-shaped  wedge 

Note  that  the  two  cases  have  the  same  probability 
density  but  di  erent  phase  structures 


read  out  two 

orthogonal 

polarizations 


Bcpt. 

setup 


SLMl 


HeNe 


SLM4 


QWPO 


strong 
measurement 
of  angular 
position 


weak  measurement 
of  OAM 


(a)  (d) 


,  Mirhosseini,  Lavery,  Leach,  Radgett,  Boyd,  Nature  Communications,  5:31 15  (2014) 
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EMCCD  -  images  of  entanglement 


•  EMCCD  using  to  measure 
entanglement. 

•  Hilbert  space  >2000  modes 

•  Observation  of  position  OR 
momentum  correlation  (i.e.  EPR) 

•  EMCCD  Cameras  CAN  be  used 
high  dimensional  entanglement 


COMMUNICATIONS 


ARTICLE 

Received  14  May  2012  i  Accepted  4  Jul  2012  '  Published  7  Aug  2012 


DOI:10.1038/ncomma1988 


Imaging  high-dimensional  spatial  entanglement 
with  a  camera 


f=  250mm 


A=  355nm  pump  laser 


iXon  EMCCD 


EPR  enabled  imaging 


•  Time-gated  ICCD  camera  used  for 
single  photon  imaging. 

•  *10  bits/photon 

•  Ghost  image  obtained  from 
position  OR  momentum  correlation 
(i.e.  EPR) 

•  ICCD  cameras  CAN  be  used  to 
measure  high  dimensional 
entanglement 


New  Journal  of  Physics 

i  ■  1 1 1  ■  1 1 1 1 


EPR-based  ghost  imaging  using  a 
single-photon-sensitive  camera 


New  Journal  of  Physics  15  (2013)  073032  (llpp) 


Normalised  intensity 


InPho:  FSQC 


ICCD  demonstration  enabled  further  inPho 
successes 
-  Boyd  Group 
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Improved  Method  for  Encoding  Computer- 
Generated  Holograms  onto  an  SLM 


InPho:  FSQC 


Previously  workers  used  good  but  only  approximate  algorithms  to  encode  holograms  onto  SLMs. 

We  have  developed  a  protocol  for  encoding  holograms  onto  an  SLM  that  avoids  the  problems 
of  earlier  designs  and  that  is  in  fact  mathematically  exact 


1st  order  of  diffraction  our  new  method 


Davis  et.  aL 

Our  improvement 

Ha) 

b) 

3 

0  % 

1 

'  •  1 

•  # 

1  *  -  •  • 

%  •  *  # 

■  o  . 

d)  ^  _ 

9  m 

IS  **  ' 

I  ^ 

•  • 

a  |  k  t 

t 1  •; 

Desired 

intensity  profile 


Bolduc  et  aL  Optics  Lett.  38, 3546  (201 3) 


Development  of  a  Nano-Structured  Q-plate 


InPho:  FSQC 


Karimi  et  al..  Light:  Science  and  Applications  doi:1 0.1 038/lsa.201 4.48  (2014) 


•  A  q-plate  is  a  device  that  converts  spin  angular  momentum  into  orbital  angular  momentum. 

•  It  functions  as  a  quantum  interface. 

•  Have  shown  ability  to  construct  a  spin-angular-momentum  to  orbital-angular-momentum 
converter  in  a  structure  only  30-nm-thick  and  thus  suitable  for  use  in  integrated  photonic  circuits. 

e  =  +2  e  =  -2 


gold  thickness  =  30  nm 
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Interference  with  Interference  with 
a  spherical  wave  a  planar  wave 


Remote  detection  of  a  spinning  object 


InPho:  FSQC 


•  Light  scattered  from  a  spinning 
object  is  shifted  in  frequency  even 
when  the  linear  Doppler  shift  is 
zero. 

•  The  shift  is  proportional  to  the 
product  of  the  OAM  and  the 
rotation  speed 


Detection  of  a  Spinning  Object  Using 
Light's  Orbital  Angular  Momentum 

SCIENCE  VOL  341  2  AUGUST  2013 


Science 


&1AAAS 


Designing  arbitrary  mode  converters  and  linear  optical 

components  with  no  calculations 


David  Miller 
Stanford  University 

Robert  Boyd 
University  of  Rochester 


Mode  converters  and  arbitrary  optical  design 


InPho:  FSQC 


[dot* 


•  Major  previously-unsolved  problem  in  optics 

-  How  can  separate  arbitrary  orthogonal  but  overlapping  beams 

•  Without  fundamental  splitting  loss? 

•  Breakthrough  -  We  have  solved  this  problem 

-  and  we  can  prove  any  linear  optical  component  satisfying  basic  physical 
laws  can  be  made  in  principle 

•  with  at  least  one  progressive  (i.e. ,  non-iterative)  way  of  designing  it 

•  Breakthrough  -  We  can  also  perform  the  design 

-  in  real-time  in  simple  hardware,  with  no  calculations! 

•  Additionally 

-  We  can  reduce  any  linear  optical  component  to  a  mode  converter 

-  We  can  calculate  how  complicated  a  component  has  to  be 

-  Breakthrough  -  We  can  automatically  find  optimum  optical  channels  in 
linear  optics 

-  Breakthrough  -  We  can  design  arbitrary  spatial  add-drop  multiplexers 


Work  also  funded  in  part  by  AFOSR  MURIs 
FA9550-1 0-1 -0264  and  FA9550-09-0704 


David  Miller,  Stanford 
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Self-aligning  beam  coupler 


InPho:  FSQC 


c 


Input  beam 


Phase  shifters 


Controllable 
reflectors 
Output 
beam 


Reflected 
wave 


Transmitted  wave 


IJHfcl 


Detectors 


Suppose  a  beam  can  be  adequately  represented  by  a  finite  number  of  segments 
-  Adjust  phase  shifter  in  first  block  to  minimize  power  in  first  detector 

•  Then  adjust  reflectivity  in  first  block  to  minimize  power  again  in  first  detector 
-  Repeat  for  each  block 

•  Leaves  no  power  in  detectors,  all  input  power  in  output  beam 
•  Automatically  aligns  any  beam 
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Self-aligning  multiple  orthogonal  beams 


InPho:  FSQC 


Input  beams 

I 


Output 
beam  1 


Output 
beam  2 


•  Once  we  have  aligned  beam  1  using  detectors  Dll  -  D13 

-An  orthogonal  input  beam  2  passes  through  the  nearly  transparent 
detectors  to  the  second  row 

•  Where  we  can  self-align  it  using  detectors  D21  -  D22 

•  Separating  two  overlapping  orthogonal  beams  to  separate  outputs 

•  Can  continue,  here  up  to  four  separated  beams 
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Corollaries  and  extensions 


•  Make  arbitrary  beam  mode  converter 
(including  polarization  conversion)  by 
training  an  output  section  with  desired 
output  beams 

Input  beams  Output  beams 


I  t 


•  Establish  the  optimum  channels 
through  arbitrary  and  changing 
scattering  media 


•  Arbitrarily  add  and  drop  spatial 
modes  losslessly 


InPho:  FSQC 


•  Implement  in  silicon  photonics  with 
grating  couplers  and  Mach-Zehnders 


Optional 


•  Make  any  linear  optical  component  in 
principle 


Representation 

converter 


Output 

field 


\ 

Spatial  single 
mode  converters 


Representation 

converter 

\ 


General  spatial  mode  converter 
\ 


/ 

Spatial  single 
mode 
converters 


34 


Turbulence  simulation  and  mitigation 


Robert  Boyd 
University  of  Rochester 

Glenn  Tyler 

the  Optical  Sciences  Corporation 


Accurate  Simulation  of  Atmospheric  Turbulence 
using  Two  Phase  Screens 


InPho:  FSQC 


A  single  Kolmogorov  phase  screen  cannot  model  thick  turbulence 
But  only  two  phase  screens  are  needed  for  realistic  horizontal  paths! 

Results  given  for  1  km  path  and  C2  =  1.8  X  10_14m_2/3 

By  reversibility,  only  two  deformable  mirrors  required  to  perform  adaptive  optics. 


No 

turbulence 


With 

turbulence 


Turbulence 
and  AO 


Channel  capacity 


Shack- Hartmann 


Rodenburg  et  al.,  New  J.  Physics  16,  033020  (2014). 
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InPho:  FSQC 


Summary 


We  have  developed  a  complete  QKD  system  that  operates  at  a 

•  record  rate  (on  a  table  top) 

•  record  efficiency 

•  encodes  information  in  photon  arrival  time  and  polarization 

•  partial  security  obtained  by  checking  polarization  (assumes 
no  QND  attack  possible  that  does  not  disturb  polarization) 

•  a  single  channel  operates  at  a  “secure”  rate  over  10  Mbit/s 

•  multiplex  many  spatial  and  spectral  channels  to  achieve 
1  Gbit/s  rate 

•  achieve  >  4  bits/detected  photon  pair  at  high  rate 

•  achieve  >  8  bits/detected  photon  pair  at  low  rate  (maintain 
coherence  in  a  very  high  dimension  Hilbert  space!) 

•  developed  a  wide  range  of  new  quantum  technologies  that  will 
have  an  impact  beyond  this  immediate  project 

rvfW 
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Quantum  Key  Distribution  Using  Hyperentanglement 


InPho:  FSQC 


Question:  What  are  the  fundamental  limits  of  encoding/decoding  information  on  a 
photon? 

Goal:  Develop  a  free-space,  entanglement-based  quantum  key  distribution  (QKD) 
system  that  achieves  >10  bits/photon  received  and  >1  Gb/s 


Steve  Barnett,  Strathclyde,  Robert  Boyd,  Ottawa, 

Daniel  Gauthier,  Duke,  Paul  Kwiat,  UIUC,  David  Miller,  Stanford, 
Miles  Padgett,  Glasgow,  Glenn  Tyler,  tOSC 
Advisors/Partners: 

Venkat  Chadra,  MIT  Lincoln  Labs,  Norbert  Lutkenhaus,  U.  Waterloo 
Sae-Woo  Nam,  NIST 


Primary  Duke  InPho  Quantum 
Key  Distribution  System: 
Details  for  Site  Visit 


Paul  Kwiat 

University  of  Illinois,  Urbana-Champaign 

Daniel  Gauthier 
Duke  University 


InPho:  FSQC 


Duke  InPho:  Free-Space  Quantum  Key  Distribution 
Quantum  Communication 


[MAM 


Low  jitter  detectors  (average  158- ps  FWHM) 

x32  repetition- rate  multipliers  increase  pulse 
frequency  to  3.84  GHz 

Reduced  detector  deadtime  (—25  ns)  allows 
for  high  saturation 


Still  photon- number  limited 

■  Use  few- mode  fibers  (~ x7  brightness) 

■  Polarization  decoherence  issues  with 
few- mode  fiber 

Assumes  intercept- resend  attacks,  and  no 
polarization- independent  QND  measurements 


June  2014 

Low  Power 

High  Power 

Singles 

50  kHz 

10.1  MHz 

Coincidences 

8  kHz 

2.9  MHz 

Average  BER 

0.4  % 

0.9  % 

“Secure” 

bit/coincidence 

8.3  bits 

2.2  bits 

“Secure” 

bit/second 

67  kbits 

6.3x2  Mbits 
12.6  Mbits 

Hyper-entanglement  Secured  QKD 


InPho:  FSQC 


Central  Concept:  Encode  in  time,  verify  in  polarization 


Alice  and  Bob  use  which  time  bin  they  detect  a  photon  in  to  generate  multiple  bits  per  click ; 

e.g.,  1  pair  in  1024  bins  (210)  ->~10  bits 
Get  extra  0.5  bppfrom  BB84  w.  polarization. 

They  can  constantly  check  for  an  eavesdropper  using  the  polarization  DOF  (assuming  no 
QND  capability  for  Eve). 

Perform  NON-standard  error  detection/correction  and  privacy  amp. 
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H 


H 

■  Repetition- rate  multipliers  increase  pulse  frequency  from  120  MHz  ->  3.84  GHz 

■  Time-bins  (—260  ps)  comparable  to  combined  detector/ti me- tagger  jitter 

■  Use  spectrum-analyzer  and  high-speed  detector  to  —match  path  lengths 

(necessary  for  eventual  mutually-unbiased  basis  checking) 


World-Record  Heralding  Efficiency 


InPho:  FSQC 


Source  Quality: 


*  ^1  ^lspatial  ^lspectral  Coptics 


=  0.9  *  0.95  *  0.95  =  0.81 

•  Used  in  detection-loophole-free  Bell  test 

•  Visibility  in  all  bases  >99.7%  using  temporal  compensation, 

•  World-record  (?)  pair  production  rate  of  30  MHz  into  a  single 
mode  (over  a  >20  nm  bandwidth  at  710  nm) 

•  Other  improvements  possible  (e.g.,  achromatic  coupling) 


InPho:  FSQC 


Spatial  Collection  Efficiency 


AkAx  >1/2 


Gaussian  spatial  filtering  at  90% 

—23: 1  imaging  of  crystal  onto  fiber  (55  pm  to  2.4  pm) 

■  Use  250- mm  plano-convex  lens,  and  11- mm  aspheric  lens 


■  Pump  radius  of  —150  pm 

■  Optimizes  heralding  efficiency  over  brightness 

■  600-pm  crystal 

■  Reduced  efficiency  with  two-crystal  collection  (90->78%)  primarily  from 
birefringent  walk- off 

■  Correctable  using  second  birefringent  'stitching'  crystal 

■  Chromatic  aberration  in  collection  lenses  adds  —3%  coupling  loss 

■  Optimized  lenses  should  improve  spatial  collection  efficiency  90  ->  93% 


Add  a  second  channel... 


D 


End  view  of 
SPDC  cone 


Pickoff  mirrors 


2nd-channel  CIS  -47%  (more  constraints) 

Intrinsic  pol  BER  still  <  0.8% 

Currently  ‘time-sharing’  time-taggers  with  Channel  1 
GOAL:  10  pairs  around  the  cone 

(20  is  feasible) 


WP 

□□□□□  H 


Heralding  Efficiency  for  BiBO  source 


InPho:  FSQC 

■oT 


InPho  Breakthrough  -  Develop  complete  model  for  coupling  bi-photons  into 
single  mode  fibers.  Accounts  for  elliptical  shape  of  down-conversion  ring, 
spatial-spectral  coupling 

Singles  Spectrum  (H)  Singles  Spectrum  (V) 


Note:  Eccentricity  exaggerated  in  drawing 


Joint  Spectrum  (V) 


Joint  Spectrum  (H) 


Visibility 

HE  (H) 

HE  (V) 

0° 

99.986% 

96.44% 

95.71% 

5° 

99.982% 

95.62% 

96.23% 

90° 

99.971% 

96.64% 

95.84% 

Predicted  polarization  visibility 
spatial/spectral  heralding  efficiency 
(20  nm  bandwidth) 


dR/dco 


InPho:  FSQC 


Spectra  at  0° 
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dR/d<y 


Spectra  at  5° 


InPho:  FSQC 


Joint  Spectrum  (H) 
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dR/doj 


InPho:  FSQC 


Spectra  at  90°  _  T,  _ 


Singles  Spectrum  (H) 


Joint  Spectrum  (V)  Aw(2tt//*S)  j0i nt  Spectrum  (H) 
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Multi-channel  collection  optics 


By  collecting  from  multiple  paired  locations,  count  rates  are  directly  increased. 

Single-mode  fibers 
Ideal  case: 
two  lens  arrays, 

—  tv  centered  on  a  sphere 

j)  -  hard  to  fabricate 

Crystals  -  hard  to  align 


Crystals 


Simpler  setup: 
lens  and  flat  lens  array 

-  99.5%  of  theoretical 
maximum  coupling 

-  robust  to  tolerancing 

-  commercially  available 


Multi-channel  collection  optics 


By  collecting  from  multiple  paired  locations,  count  rates  are  directly  increased. 


Crystals 


-commercially  available, 
e.g.,  MicroFab 
Technologies  Inc. 
(patterning  «  $3,000) 


Ideal  Spectral  Filter 


InPho:  FSQC 


■  For  high  heralding  efficiency,  want  to  pick  off  only  part  of  the  collected  spectrum 

(the  tail  edges  produce  loss) 

■  Keep  only  the  peak  of  the  SMF- implied  Gaussian  filter  (~ 70- nm  FWHM) 

■  Want  steep  edges,  symmetric  about  710  nm 
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InPho:  FSQC 


Spectral  Heralding  Efficiency 


Coa*W 


II  II  I  II  II 

FF01-71 1/25  be| - Custom  filterjt 


reatment  . 


690  7OT0  71 000  720  72BD 


74030 


355  nm  — ►  710  nm  +  710  nm 
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Wavelength  (nm)  (mn)  rilgnelsveW 

■  Spectral  filter  is  decoupled  from  spatial  filtering  by  picking  out  a  top- hat  spectrum 


■  We  use  two  different  filters  to  set  the  two  edges  of  the  top- hat  filter 

■  Lower  wavelength  edge  is  temperature  tuned  (permanent) 

■  Upper  edge  is  tilted,  and  used  to  match  the  temperature-tuned  filter  edge  of  the 
conjugate  side 

■  Tilted  filters  are  polarization  dependant  and  cause  polarization  decoherence  in  the  A/D 
basis->  need  the  filters  after  the  polarization  analysis 


Spectral  heralding  efficiency  is  95% 
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Grating-based  spectral  filtering: 


Wavelength-dependent  transmission 


recombination 


Goals: 

-high  total  transmission 
-sharp  edges 


Example: 


0.8 


§  0.6 

'55  0.4 
(0  .  _ 

£  02 
«2  0 


2  0.68 


0.7  0.72 

Wavelength  (|jm) 


0.74 


Plasmon-enhanced  Grating 

(Destouches  et  al.,  Opt.  Exp.  13,  3230  (2005)) 

Ta205 


Ta205/SiO2 


multilayer 


370  nm 


164 


nm 


nm 


5  nm 
118 


nm 


Quartz  substrate 
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InPho:  FSQC 


aperture 


grating 

separates 

wavelengths 


Transmission 


InPho:  FSQC 


High-efficiency  spectral  multiplexing 


Experimental  Edge  Resolution 


Channel  2 


o 

695.8 


Channel  1 


696  696.2  696.4  696.6  696.8 


Wavelength 


Ideal  case:  3  “top  hat”  profiles 
-minimal  overlap  between  channels  19 


-separate  data  into  3  channels 


TRANSMISSION 


Many-bin  multiplexing 


InPho:  FSQC 

-o-r 


21-NM  BANDWIDTH 


21  1-nm  wavelength  channels 
Could  be  saturated  using: 

•  longer  crystals 

•  higher  power 

•  few-mode  collection 

What’s  the  limit? 


WAVELENGTH  (NM) 

1 

0.8 
Q  0.6 

LO 
LO 

^  0.4 

IS) 

<  02 
cc 

I-  0 

699.825  699.925  700.025  700.125 

WAVELENGTH  (NM) 

Note:  No  point  in  having  spectral  bin  widths 
less  than  pump  bandwidth  (currently  -0.1  rffn) 


20-PICOMETER  BINS 


Wavelength  (nm) 
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InPho:  FSQC 


Summary:  Multiple  Spatial/Spectral  Channels 


End  view  of 
SPDC  cone 


■  Up  to  10  sets  of  spatial  pairs 
possible/ practical 


■  Sequential  tilted  filters  allow 
x3  WDM  (~ x20  possible) 

■  Collection  into  few- mode 
fiber  allows  saturation  of 
each  channel 

■  Key  rates  above  —60  MHz 
(with  2  spatial  channels) 

■  10  channels  +  few- mode 
fiber  ->  >1  GHz  key  rate!  22 


Demonstrate  all  technologies  to  achieve  milestones! 


High-Efficiency,  Low-Jitter,  High-Saturation  lnPho:  FSC>C 

Rate  Single-Photon-Counting  Detectors 


Quantum  Efficiency  @710  nm:  ~70% 

Deadtime:  24.5  ns  (41  MHz  saturation  rate)  Afterpulsing  probability:  <0.1% 
Jitter:  158  ps  average  for  15  detectors  Dark  Count  Rate:  ~3.5  kHz 


LASER 

COMPONENTS 


Active  Quenching  Circuit 


InPho:  FSQC 


lu^Bcm 


fix  1/6  74LVCI4 


BAS/D-4 
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High  fiber  coupling  efficiency  for  APDs 


InPho:  FSQC 


Partner  with  OZ  Optics  to  design 
fiber  coupler  with  XYZ 
translation  of  the  beam 

Adjust  to  achieve  highest 
efficiency 

Lowest  jitter  requires  finer 
adjustment 

15  fiber-coupled  detectors  with 
custom  quench  circuit  delivered 
to  UIUC  in  April  2014 


Pmriim  Mxqa  m 
M3  bcpHl  >ntaa 
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InPho:  FSQC 
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Saturation  characteristics:  MPD  vs.  custom 

InPho:  FSQC 

quench  circuits 

Count  Rate  (MHz) 
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%  ®> 


Superconducting  nanowire  detectors 


InPho:  FSQC 


Status  report  (6/4/14):  Cryostat 
constructed,  chill-down  tests,  detectors 
fabricated,  undergoing  testing 

Anticipated  performance: 

Quantum  Efficiency:  >90% 

Jitter:  1 00  ps 
Deadtime:  <20  ns 
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High-Resolution,  High-Throughput 
Timetaggers  for  Time-Bin  QKD 


InPho:  FSQC 


Resolution  (jitter):  50  ps  (60  ps)  156  ps  (180  ps)  50-100  ps  (10  ps) 


Channels: 

6 

12 

4 

■  The  Agilent  timetagger  can  run  up  to  80  MHz  in  “burst  mode'7  where  only  a  few 
milliseconds  of  data  are  taken  at  a  time. 

■  Custom  Ul  UC/NIST  timetagger  count  rate  limited  by  hard-drive  write-speed.  At  high 
rates,  less  bits  per  count  (currently  32  bits)  can  be  used  allowing  up  to  400  MHz 
continuous.  Resolution  limited  by  the  FPGA  clock,  the  current  board  has  a  100- ps 
resolution.  A  better  board  could  allow  for  a  50-ps  time-bin  size. 
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Mysterious  rate-dependent  jitter  in  one  time 
tagger 


InPho:  FSQC 


Alice-Bob  cross 
correlation 


time  in  ns 
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InPho:  FSQC 


Mutual  Information  of  the  quantum  key  distribution  system 
including  error  correction,  privacy  amplification, 

and  security  analysis 


Steve  Barnett 

University  of  Strathclyde/Glasgow  University 

Paul  Kwiat 

University  of  Illinois,  Urbana-Champaign 

Daniel  Gauthier 
Duke  University 
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The  information  per  photon  pair 


InPho:  FSQC 


•  Number  bits  /  photon  depend  on  errors.  Typical  errors  are  finite  efficiency,  channel 
losses,  dark  counts,  after-pulsing,  jitter,  etc. 

Alices 


fZ>Cr\y 


“frame” 

•  Even  with  errors,  we  can  get  >10  bits  per  detected  photon  pair. 

•  InPho  Breakthrough :  Developed  new  model,  takes  account  of  frame-encoding, 
losses,  dark  counts,  jitter,  multiple  photons  in  each  frame  and  dead-time. 

•  Very  general,  applies  to  other  high-D  QKD  setups. 


*  Brougham  &  Barnett,  PRA85,  032322  (2012). 
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Information  in  frame-encoded  photons 


InPho:  FSQC 


Can  optimize  frame  size ,  N,  in  presence  of  realistic  errors 

Information  in  1,1  -frames  Information  in  2,2-frames 


r|  =  0.3,  X  =  6.0x1 0-5 ,  pulse  interval  =  1  ns, 
jitter  probability  =  0.1,  dead-time  =  1  time-bin 
dark  count  rate  =  300/s,  after-pulsing  rate  =  1000/s 


T.  Brougham,  C.  F.  Wildfeuer,  S.  M.  Barnett  and 
D.  J.  Gauthier,  manuscript  in  preparation. 
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A  data  string  is  generated 
with  the  QKD  source 


The  data  string  is  broken 
into  two  data  strings:  an 
occupancy  string  and  a 
letter  string. 

10%  of  the  entropy  is  primarily  lost 
due  to  jitter,  frame  edge  effects, 
and  location  entropy  from  multi¬ 
events  per  frame 


location 

location  (1:1  frames): 
40%  of  the  Shannon- 
limit  entropy 


Data  String 

1  0 

0  0 

0  0  0  0 

0  0  0  0 

0  10  0 

1 

0 

0 

1 

Numbers  below 
assume  16-bin 
frame  size,  high- 
power  data 


occupancy 

occupancy  50% 
of  the  Shannon- 
limit  entropy 


Both  occupancy  and  location 
data  go  into  separate  non-binary 
Slepian-Wolf  codes 


-> 


Slepian-Wolf  codes  retain 
-65%  of  the  Shannon-limit 
entropy  for  both  occupancy 
and  location 
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Error  Correction 


Shared  sparse  pseudo¬ 
random  matrix  to  define  ^ 

the  parity  checks  £  1 


Data  String  Parity  Bits 

Sent 

ALICE 


Binary  SW  code  is  same,  except  mod(N) 
instead  of  mod(2)  for  the  parity  checks 


InPho:  FSQC 


Matrices  have  to  be 
generated  such  that  the 
encoding  system  works 
well  and  does  not  get 
caught  in  a  parity  check 
loop  (larger  data  sets 
also  help  to  prevent 
this). 


a) 1 +0+0=1  (ERR) 

b) 1+0=1(ERR) 
=>Most  likely  bit  5 
is  flipped 


0 

1 

0 

0 

0 

0 

0 


0 


1 


Data  String 


Parity  Bits 
Received 


After  looping  over  all  parity  checks,  all  the 
errors  are  corrected  if  enough  bits  are  sent 


1 

0 

1 

0 

1 

0 

0 

BOB 
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Probabilities  and  jitter  corrections  are  based  upon  data  statistics 


InPho:  FSQC 


P(Bit  X  is  1  given  A)  =  P(Bits  Y  and  Z  mod  4  add  up  to  4-1=3) 


mod  4 


if 


so  P(X=1  |A)  =  sum 
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pi 
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Example  " extractable ”  entropy 


InPho:  FSQC 


10* 

Frans  Size  Tog  scale) 
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Detecting  Eve  and  leaked  information  I 


InPho:  FSQC 


•  [nPho  breakthrough :  Bound  information  leaked  to  Eve  for  reasonable  attacks  (not 
QND).  Standard  results  don’t  work  for  our  setup. 

•  Direct  attack:  Eve  measures  time  by  making  as  general  a  POVM,  with  constrain  that 

she  absorbs  and  possibly  re-emits  photons. 

•  Photons  in  state  |  y/)  °c  (|  HH)+  \  VV))®^  1 1)+  |  22)  + ...+  |  dd)\ 
Polarization  is  entangled. 

•  Eve’s  attack  must  disturb  polarization  (as  it  is  not  a  QND  measurement). 

•  Detect  Eve  by  checking  polarization  correlation  within  two  mutually  unbiased  bases. 

•  Example:  r|=0.3,  X=5.33x10-5 ,  D.C  =300/s  and  a  bit  error  rate  of  PE=  0.02 

lAB  =  10.3  bits  /  photon  pair  &  lEve  =  0.82  bits  /  photon  pair 
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Detecting  Eve  and  leaked  information  II 


InPho:  FSQC 


•Blocking  attack:  Eve  randomly  blocks  several,  non-contiguous,  time-bins. 


•  Eve  knows  photons  not  found  in  certain  time-bins.  This  reduces  her  uncertainty 
and  thus  she  gains  information. 


•  Eve  can  also  partially  block  time-bins,  reduces  probability  that  photons  found  within 
those  time-bins. 


•  [nPho  breakthmugh:  Developed  new  methods  to  detect  sophisticated  blocking 
attacks 

•  Detect  attacks  using  ‘decoy' pulses. 

•  From  detection  statistics  for  pulses,  we  estimate  blocked  and  partial  blocking  time- 
bins. 

•  Example:  r|=0.3,  A,=5.33x10-5  ,D.C  =300/s  and  fully  blocking  14  of  all  time-bins 

/4B=  10.3  bits /  photon  pair  &  lEve=  0.74  bits /  photon  pair 

•  Setup  still  vulnerable  to  QND  attacks 


InPho:  FSQC 


Security  against  QND  attacks: 
Franson  interferometers 


•  Franson  interferometer  secure  in  the  limit  of  3-4  bits  per  photon  (8  to16  time-bins), 
PRL112,  120506  (2014). 


•  [nPho  breakthrough:-  Showed  single 
interferometers  insecure  in  high- 
dimensions  ~10  bits  per  photon*. 

Would  need  visibility  >99.8%. 


•  [nPho  breakthrough:-  Developed 
bounds  for  Eve’s  information  gain  for 
multiple  interferometers. 

•  Bounds  valid  for  collective  attacks#. 


*  J.  Phys.  B46,  104010(2013). 

#  Manuscript  in  preparation. 


Figure  1.  One  half  of  the  optical  setup  that  Alice  and  Bob  would 
each  have.  VBS  is  a  variable  beam  splitter,  while  BSX  and  BS2 
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Security  against  QND  attacks:  lnPho:  FSC*C 

implementing  MUBs  using  a  cavity 


•  [nPho  breakthrough Scheme  that  uses  cavity  to 

project  onto  very  high-dimensional  MUB  states.  Alice  and  Bob’s  setup 


•  Detection  at  D2  is  projects  onto  the  approximate  MUB 
state 
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•  Different  values  for  (j>  correspond  to  different  MUBs.  \^J 

•  Setup  robust  to  errors  for  1024  time-bins  (~10  bits  di  timing 
per  photon  pair). 


<■ 


security 


BS2 


D2 


Brougham  &  Barnett,  EPL 
104,  30003  (2013). 

Brougham  &  Barnett,  to 
appear  in  J.  Phys.  B 
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O-SS  0.90  0.92  0-94  0.96  0.98  1.00 


InPho:  FSQC 


Summary 


We  have  developed  a  complete  QKD  system  that  operates  at  a 

•  record  rate  (on  a  table  top) 

•  record  efficiency 

•  encodes  information  in  photon  arrival  time  and  polarization 

•  partial  security  obtained  by  checking  polarization  (assumes 
no  QND  attack  possible  that  does  not  disturb  polarization) 

•  a  single  channel  operates  at  a  “secure”  rate  over  10  Mbit/s 

•  multiplex  many  spatial  and  spectral  channels  to  achieve 
1  Gbit/s  rate 

•  achieve  >  4  bits/detected  photon  pair  at  high  rate 

•  achieve  >  8  bits/detected  photon  pair  at  low  rate  (maintain 
coherence  in  a  very  high  dimension  Hilbert  space!) 

•  developed  a  wide  range  of  new  quantum  technologies  that  will 
have  an  impact  beyond  this  immediate  project 
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